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Exhibit A to Memorandum of Understanding 

among Colorado High School Activities Association, ArbiterSports, LLC and PlanetHS, LLC 

 

TECHNOLOGY ELEMENTS 

 

Section I: Data Center 

N/A Yes No Provide Supporting Details Assessed Element 

 X 

 Microsoft Azure FERPA and HIPAA compliant 
program 

Microsoft Azure Cloud – East US 2 (Virginia) & 
Central US (Iowa) 

Is a nationally recognized data center or hosting 
service used? 

 X 
 https://www.microsoft.com/en-

us/TrustCenter/Compliance/ISO-IEC-27001 
Data center infrastructure has been evaluated 
against ISO 27001. 

 X 
 https://www.microsoft.com/en-

us/trustcenter/compliance/soc 
Data center infrastructure has undergone an 
SSAE 16 or SOC 2 Type II (preferred) review. 

 X 
 Qualys Vulnerability scan has been completed. 

Results from most recent scan will be provided. 
A third party has performed an external 
vulnerability (e.g., Nessus) scan. 
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Section II: Identification and Authentication (I&A) 

N/A Yes No Provide Supporting Details Assessed Element 

 X 
 

 
Application requires authentication for access to 
data. 

 X 

 
We have integrated with district ADFS, and SAML 
solutions.  

Application can/has the capability to use district 
centralized authentication such that district user 
can authenticate using district domain 
password.  (e.g., SAML/ADSI/LDAP) 

 X 
 

 
Access to application is through unique and 
individually identifiable means (no shared 
logins). 

 X   
Administrative logins to application are required 
to have strong passwords. 

 X 
 

 
Every login is tied to a real, specific human; no 
shared logins. 

 X   Unnecessary built-in user IDs are disabled. 

 

Section III: Data Sharing 

N/A Yes No Provide Supporting Details Assessed Element 

 X 
 

 
The Service Provider does not disclose data (PII 
or de-identified) to any other entity for any 
reason 

 X 
 

 
The Service and/or application provider will not 
use data collected for unauthorized marketing 
or research. 
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Section IV: Data Protection 

N/A Yes No Provide Supporting Details Assessed Element 

 X 

 

Azure uses AES-256 for disk encryption at rest. 

Sensitive application data (including student or 
employee data and any PII or PHI) is encrypted 
at rest. Please provide name encryption 
algorithm in Supporting Details area 

 X 

 All traffic is forced to HTTPS, we’re using TLSv1.2 
with strong AES cipher options for uploads. We 
currently have an “A” rating from the Qualys SSL 
Labs report. 

Sensitive application data (including student or 
employee data and any PII or PHI) is encrypted 
in transit. Please provide name encryption 
algorithm in Supporting Details area 

 X   
User credentials are encrypted at rest and in 
transit. 

 X   
Encryption keys are never stored in cleartext 
such as in configuration files. 

 X 

 Hardware certification information is here: 
https://www.microsoft.com/en-
us/trustcenter/Compliance/FIPS 
 
Software is built upon industry standard packages. 

Provide hardware certification information 

 X   
Database and other application interface 
credentials are encrypted at rest and in transit. 

 X   Connection to database is encrypted. 

 X 
 

 
Database tables/fields are protected using FIPS-
140-compliant encryption for all tables/fields 
containing sensitive data.  

 

 

https://www.microsoft.com/en-us/trustcenter/Compliance/FIPS
https://www.microsoft.com/en-us/trustcenter/Compliance/FIPS
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Section V: Audit 

N/A Yes No Provide Supporting Details Assessed Element 

 X 
 We utilize a robust audit log system which logs all 

key events for users, content, and system events.  
Audit  logs are backed up and secured. 

Application logs all key events.  

 X   
Application logs to Service Provider’s central 
logging servers. 

 X   
Application logs changes to privileges within 
application. 

 X 
 

 
Application logs all access to student or 
employee data and any PII or PHI in an 
individually identifiable way. 

 X   
Application log does not contains credentials 
(e.g., passwords). 

 X   Application log is time-stamped.  

 X   
Application server is time-synchronized to a 
known source (e.g., NTP, NIST). 

 X   
Application warns an administrator when the 
audit records are nearly full. 

 X 
 

 
The application audit records are not vulnerable 
to unauthorized deletion, modification, or 
disclosure. 

 X   
A process exists to ensure that application log 
files are retained for at least one year. 
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Section VI: Application Operation 

N/A Yes No Provide Supporting Details Assessed Element 

 X   Application supports role-based access. 

 X 

 

 

The application process runs only with privileges 
necessary for proper operation (for example, 
root or administrator privileges are only used for 
specific required operations, while in normal 
mode the application runs as a user without 
administrative privileges). 

 X 
 

 
Application users cannot circumvent the 
intended user interface to access resources in its 
supporting infrastructure. 

 

Section VII: Application Network Architecture 

N/A Yes No Provide Supporting Details Assessed Element 

 X 
 

 
The application network architecture does not 
inappropriately expose resources. 

 X 
 SSH w/key-based authentication is the only enabled 

option. 
Application/system uses secure protocols for 
administration. 

 X 
 

SFTP is used for all PII transfers.  
Application/system uses secure protocols for 
file/data transfer (e.g., SSL, SCP) and not FTP, 
CIFS, etc. 
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Section VIII: Application Configuration and Authorization 

N/A Yes No Provide Supporting Details Assessed Element 

 X 

 
Links to Terms of Use & Privacy Policy are on the 
account creation page and login page and may be 
accessed before creating an account. 

The application displays links to Terms of Use 
and Privacy information upon account creation 
and user login. 

 

 X 
 

 
The application does not store authentication 
credentials on client computers after a session 
terminates. 

 X   
Non-privileged users cannot perform privileged 
functions. 

 X 
 

 
Application users can explicitly terminate a 
session (logout). 

 X   
The application validates user inputs before 
processing them. 

 

Section IX: Data Export 

N/A Yes No Provide Supporting Details Assessed Element 

 X 
 

 
Application provides a method whereby, upon 

request, district can obtain a copy of its data. 
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Section X: Disaster Recovery 

N/A Yes No Provide Supporting Details Assessed Element 

 X 
 

 
A disaster recovery plan exists for this 
application (if applicable). 

 X 
 All relevant data is backed up currently. Application 

code changes are tracked in source control. 
A data backup/restore plan exists for this 
application. 

 X 

 By December 31, following the school year in which 
a student is no longer eligibility to participate in 
CHSAA sanctioned athletics and activities (due to 
graduation, age or completion of eight semesters of 
participation), the student’s name will be scrubbed 
and replaced with random characters. The result is 
that the student name will not be recognizable, and 
the student name is permanently and irretrievably 
disassociated from all other data in that record. The 
anonymous data from that record will continue to be 
available to CHSAA for aggregated data analysis, 
such as tracking participation trends in athletics and 
activities.   

A data destruction plan exists for this 
application. 

 X 

 

 

If SaaS, Service Provider has a Secure Software 
Development Life Cycle (SSDLC) in place that 
includes peer code review and developer 
security training. 

 X 
 

 
A code promotion/release management strategy 
is in place (if applicable). 
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Section XI: Information Security Program 

N/A Yes No Provide Supporting Details Assessed Element 

 X 
 

 
Service Provider agrees to notify the District in 
the event of a security breach. 

 X 

 

 

Service Provider regularly monitors 
vulnerabilities in underlying products (e.g., 
Microsoft, Linux, databases) and patches all 
critical vulnerabilities within 30 days. 

 X 

 

 

Service Provider monitors 3rd party 
consultants/contractors’ access to Service 
Providers data and requires an NDA (non-
disclosure agreement) where applicable. 

 X   
Employees receive background checks before 
hire. 

 



DATE (MM/DD/YYYY)CERTIFICATE OF LIABILITY INSURANCE
THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.
IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed. If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the
certificate holder in lieu of such endorsement(s).

CONTACTPRODUCER NAME:
FAXPHONE
(A/C, No):(A/C, No, Ext):

E-MAIL
ADDRESS:

INSURER(S) AFFORDING COVERAGE NAIC #

INSURER A :
INSURED INSURER B :

INSURER C :

INSURER D :

INSURER E :

INSURER F :

COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

ADDL SUBRINSR POLICY EFF POLICY EXP
TYPE OF INSURANCE LIMITSPOLICY NUMBERLTR (MM/DD/YYYY) (MM/DD/YYYY)INSR WVD

GENERAL LIABILITY EACH OCCURRENCE $
DAMAGE TO RENTED

COMMERCIAL GENERAL LIABILITY $PREMISES (Ea occurrence)

CLAIMS-MADE OCCUR MED EXP (Any one person) $

PERSONAL & ADV INJURY $

GENERAL AGGREGATE $

GEN'L AGGREGATE LIMIT APPLIES PER: PRODUCTS - COMP/OP AGG $
PRO- $POLICY LOCJECT

COMBINED SINGLE LIMITAUTOMOBILE LIABILITY (Ea accident) $
BODILY INJURY (Per person) $ANY AUTO

ALL OWNED SCHEDULED BODILY INJURY (Per accident) $AUTOS AUTOS
NON-OWNED PROPERTY DAMAGE $HIRED AUTOS (Per accident)AUTOS

$

UMBRELLA LIAB EACH OCCURRENCE $OCCUR
EXCESS LIAB CLAIMS-MADE AGGREGATE $

$DED RETENTION $
WC STATU- OTH-WORKERS COMPENSATION

TORY LIMITS ERAND EMPLOYERS' LIABILITY Y / N
ANY PROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $

N / AOFFICER/MEMBER EXCLUDED?
(Mandatory in NH) E.L. DISEASE - EA EMPLOYEE $
If yes, describe under

E.L. DISEASE - POLICY LIMIT $DESCRIPTION OF OPERATIONS below

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES  (Attach ACORD 101, Additional Remarks Schedule, if more space is required)

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

© 1988-2010 ACORD CORPORATION.  All rights reserved.
The ACORD name and logo are registered marks of ACORDACORD 25 (2010/05)

PLANE-4 OP ID: MFS

08/07/18

Phone: 904-249-2345 Mary Schneider
Fletcher & Company


P. O. Box 50069


Jacksonville Beach, FL 32240-0069


Fletcher & Company

Fax: 904-246-7986 904-694-0320 844-396-3748
MSchneider@fletcherandcompanyfl.com

Travelers
PlanetHS, LLC


Joe Hawkins


PO Box 3091


Ponte Vedra Beach, FL 32004-3091

1,000,000
A X X ZLP15P67903 08/12/17 08/12/18 300,000

X 10,000
1,000,000
2,000,000
2,000,000

X
1,000,000

A BA4D446867 08/12/17 08/12/18

X X

X X 1,000,000
A ZUP15P70410 08/12/17 08/12/18 1,000,000

X 10000
X

A UB5D257311 08/12/17 08/12/18 1,000,000
1,000,000
1,000,000

A Cyber Liability ZPL15P67927 08/06/18 08/12/18 Cyber 3,000,000

Colorado High School Activities is additional insured on the general        


liability and professional E&O with Cyber as required by written contract.  


A waiver of Subrogation applies in favor of Colorado High School Activities 


Association                                                                 



COLORAD

Colorado High School


Activities Association


14855 E 2nd Ave


Aurora, CO 80011


