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Staff Use of the Internet and Electronic Communications

The Internet can provide sources of information and collaboration helpful to intellectual inquiry.  The Internet is considered an extension of the school library with a purpose of promoting the sharing of resources, research and communication.  The Board of Education supports the use of the Internet and electronic communications by staff to improve teaching and learning.  

While it is impossible to control all of the materials on a worldwide network, the Board believes that the valuable information and interaction available on the Internet outweighs the possibility that users may procure information that is not consistent with the educational goals of the district. The use of this educational resource demands personal responsibility and an understanding of the acceptable use procedures.  Staff members will be required to read and sign an Acceptable Use Contract annually that legally binds them to ethical procedures on the Internet.  In accordance with the Children’s Internet Protection Act, the school district shall provide specific technology that filters inappropriate matter.  

Staff use of the school district computer systems, the Internet and electronic communications is a privilege, not a right.   The school district computer systems are the property of the district and are for district business and educational use only.  Staff members shall not expect privacy when using the electronic mail or Internet.  The school district reserves the right to monitor, inspect, copy, review and store all usage of district computers including all Internet and electronic communications access at any time and without prior notice.  Failure to follow the use procedures contained in this policy will result in the loss of the privilege to use these tools and may result in school disciplinary action and/or legal action.  The school district may deny, revoke or suspend access to the district’s technology or close accounts at any time.

The school district makes no warranties related to the use of the district computers and computer systems.  Providing access to these services does not imply endorsement by the district of content, nor does the district make any guarantee as to the accuracy or quality of information received.  The school district shall not be responsible for any damages, losses or costs a staff member suffers in using the Internet and electronic communications.  This includes loss of data and service interruptions.  Use of any information obtained via the Internet and electronic communications is at the staff member’s own risk. 

Adoption Date:  July 27, 2004

Re-Adoption Date:  September 26, 2006

LEGAL REFS.:  47 U.S.C 254(h)          (Children’s Internet Protection Act of 2000)

                            47 U.S.C 231              (Child Online Protection Act of 1998)

                            20 U.S.C 6801 et seq. (Elementary and Secondary Education Act)

                            47 U.S.C. 201 et. seq. (Communications Decency Act of 1995)
ELBERT SCHOOL DIST.#200

Staff Use of the Internet/Electronic Mail

Acceptable Use Agreement

Terms and Conditions

All computers belonging to Elbert School District #200 having Internet and electronic mail access will be used in a responsible, efficient, ethical and legal manner.  Failure to adhere to this Agreement will result in the revocation of access privileges, possible disciplinary and/or legal action.

1. Acceptable Use:  The use of the Internet or email must be consistent with the educational objectives of Elbert School District #200.  The transmission or access of material in violation of any U.S. or state regulation is prohibited.  Because technology is constantly evolving, every unacceptable use of the district computers and computer systems cannot be specifically described.  Therefore, examples of unacceptable uses include, but are not limited to, the following: {Note:  The Board has the discretion to determine which uses are unacceptable.  The following list provides examples the Board may wish to consider.}

· The use of your user account must be consistent with the educational objectives of Elbert School District #200.  Transmission of any material in violation of any U.S. or state regulation is prohibited.
· Violating copyright or intellectual property rights.  Staff members should assume all materials on the Internet are subject to copyright protection unless the material expressly grants permission to copy or use them.

· Threatening, harassing or insulting others.

· Sending or displaying offensive messages or pictures.

· Promoting violence or advocating destruction of property including access to information concerning the manufacture or purchase of destructive devices or weapons.

· Inappropriate or profane language. 

· Commercial advertising, or other commercial purposes, such as purchasing products or services.

· Gambling, chat rooms and online games.

· Use of an electronic mail system for which the district could incur expenses or use of the Internet through a carrier not selected by the district.

· Accessing email accounts on district computers that are not assigned to the staff member by the district or school.

· Downloading software/programs.

· Impersonating another or transmitting through an anonymous re-mailer.

· Gaining or attempting to gain unauthorized access to district computers or computer systems. 

· Damaging or using another’s folder, work or files.

2. Security:  Security on district computer systems is of high priority.  Staff who identify a security problem while using the Internet or electronic communications must notify a system administrator.  Staff should not demonstrate the problem to other users.  Logging on to the computer network, Internet or email as a system administrator is prohibited.  Any user identified as a security risk, or as having a history of problems with the computer systems, may be denied access to the district computers.

3. Vandalism:  Vandalism will result in cancellation of privileges and may result in disciplinary action and/or legal action.  Vandalism is defined as any malicious or intentional attempt to harm, destroy, modify, abuse or disrupt operation of any net-work connected to the Internet, operation of any form of electronic communications, the data contained on any network, the data of another user, usage by another user, or district-owned software or hardware.  This includes, but is not limited to, the uploading or creation of computer viruses and the use of encryption software.

4. Privilege:  Staff use of the Internet and electronic communication is a privilege, not a right.  Failure to follow the use procedures will result in the loss of privileges.  The school district may deny, revoke or suspend access to district technology at any time. 

5. Privacy:  District computers and computer systems are owned by the district and are intended for educational purposes only.  Staff shall have no expectation of privacy.  The district reserves the right to monitor, inspect, copy, review and store all usage of district computers and computer systems at any time without prior notice.

6. Safety and Confidentiality:  Staff shall not reveal personal information about themselves or a student, such as home address or phone number, while using the Internet or electronic communications.  Staff members shall not access, receive, transmit or retransmit material regarding students, parents/guardians or district employees that is protected by confidentiality laws.  If material is not legally protected but is of a confidential or sensitive nature, great care shall be taken to ensure that only those with a “need to know” are allowed access to the material.  

7. Warranty:  The Elbert School District #200 makes no warranties of any kind, whether expressed or implied, for the access it is providing.  The school district will not be responsible for any damages you suffer in using the Internet and email system.  This includes loss of data resulting from delays, non-deliveries, and mis-deliveries or service interruptions.  Use of any information obtained through the Internet and electronic communications is at the staff member’s own risk.  The school district does not imply endorsement of the content, nor does the district make any guarantee as to the accuracy or quality of the information received.

8. Software:  The illegal use of copyrighted software is prohibited.  Any data uploaded, downloaded, or copied from disk shall be subject to “fair use” guidelines.

Your signature on the Acceptable Use Agreement is legally binding and indicates that the parties who signed have read the terms and conditions carefully and understand their significance.

I have read and understand the Acceptable Use Agreement.  I will abide by the district’s terms and realize, should I commit a violation or in any way misuse my access to the school district’s computer systems, my access privileges may be revoked and disciplinary and/or legal action may be taken.

Name:_________________________________________________________

Signature: ________________________________Date: _________________
